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Introduction: Motivation and Overview

➢ Objective: Simulating a Distributed denial-of-service (DDoS) attack on wired networks

➢ Motivation: Curiosity on how traffic would behave in reaction to DDoS attacks
○ Main scope of project implemented by NS-3 which will be used to simulate DDoS attacks and analyze the 

negative effects it causes to services for a client

○ Comparisons of performance

➢ Overview: By deliberately creating attacks, different performance measures such as throughput, 

packet loss, and checksum
○ Acquire insight and create possible countermeasures for the different types of DDoS attacks

○ Efficient algorithms, techniques and procedures can be determined to counteract attacks
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What is DDoS?

➢ A Distributed Denial of Service (DDoS) attack is a malicious attempt to disrupt the regular flow of 

traffic within a server/network by flooding it with a high amount of traffic.

➢ DDoS Attack Methods
○ Smurf
○ SYN Flood
○ UDP Flood
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DoS and DDoS Differences
➢ DoS and DDoS are both forms of cyber attacks which attempts to intrude 

the regular flow of traffic within a server/network.

DoS DDoS

Single, small groups of systems 
are used as attackers

Multiple, compromised systems are 
used as attackers

Causes disruption in a smaller 
scale due to limited resources

Causes disruption at a larger scale 

Attacks typically require less 
preparation and originate from a 
single source, it may be easier to 
identify the attacker's IP address

Attacks require more preparation 
due to their distributed nature. 
Recovery from DDoS attacks is often 
more challenging and 
time-consuming
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High Level Overview

NetAnim
➢ Realistic Network Topology

VS Code (using NS-3 open source)
➢ Employ NS-3 to generate accurate simulations of various DDoS attack 

scenarios targeting the communication.
➢ Traffic patterns
➢ DDoS attack model
➢ Generates XML for NetAnim
➢ Generates PCAP files for Wireshark

Wireshark
➢ Throughput

➢ Checksum

➢ Packet Loss
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Overview of Related Work

1. Paper: Using Graphic Network Simulator 3 for DDoS Attacks Simulation
a. Discusses the applications of a specific approach to simulating the performance of an HTTP server within a 

typical enterprise network under DDoS attack using Graphical Network Simulator-3.

b. Focuses on understanding how an HTTP server behaves and performs under adverse conditions, allowing for 

the evaluation of potential vulnerabilities and the effectiveness of mitigation strategies

2. Paper: Modeling distributed denial of service attack in advanced metering infrastructure

a. Explores the idea of a DDoS cyber attack on an advanced metering infrastructure (AMI).  AMI 

essentially allows two-way communication between utilities and users, and allows remote 

communication between smart household appliances and these utilities, and here the 

b. Authors analyze the effect on the latency, throughput, and response times under different attack 

scenarios.  The results give insight on the pros and cons of the different wireless protocols used in 

AMI.
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Example of Real Life Problem

➢ Online gaming servers are vulnerable to UDP flood attacks due to the real-time nature of gaming 

communication and the reliance on UDP for its low-latency characteristics. 

○ Real-time Communication

○ Gameplay Interruption

○ Downtime

○ Competitive Disadvantage

○ Loss of Revenue

➢ Overall, UDP flood attacks pose a significant threat to the stability and performance of online 

gaming servers, impacting both players and service providers.
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Implementation: Simulation (NS-3)

➢ Open-source platform simulator

➢ Provides a wide range of network protocols (TCP/IP, Wi-Fi, LTE, Bluetooth etc).

➢ Aims to provide realistic network simulations through detailed models of network components 

such as nodes, links and protocols

➢ Allows users to easily customize functionalities to specifically fit research needs
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Implementation: Wireshark

➢ Open-source packet analyzer

➢ Displays all network traffic

➢ Supports hundreds of protocols and provides detail information about each packet:
○ Source and Destination

○ Protocol Type

○ Payload Content

➢ Commonly used by network administrators, developers to
○ Analyze network performance

○ Detect security threats

○ Debug network protocols and applications
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High Level Pseudo Code

1. Define all required header files by ns3

2. Define number of Users, Bots, and Network (Server) nodes

3. Create Networks and assign nodes

4. Generate IP addresses for each node

5. Assign attack parameters (DDoS rate, packet size, etc.)

6. Launch attack on target.
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Problem Description: Technical Details (Topology)
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Wireshark Packet Capture
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Implementation: Results (Wireshark Analysis)

I/O Graph
➢ 1 sec: 2.056x106 bps
➢ 6 sec: 1.991x106 bps
➢ 11 sec: 1.879x106 bps
➢ 15 sec: 1.976x106 bps

I/O Graph
➢ 1 sec: 1.9x106 bps
➢ 6 sec: 1.971x106 bps
➢ 11 sec: 1.759x106 bps
➢ 15 sec: 1.899x106 bps 14



Implementation: Results (Wireshark Analysis)
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Packet Loss (%)

           34.2%

            33.4%

Implementation: Results (Packet Loss Analysis)
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Implementation: Checksum
➢ The sender computes the checksum for the UDP segment data.

➢ The computed checksum is then stored in the checksum field within the UDP header.

➢ Upon receiving the segment, the recipient computes the checksum based on the received data and 

compares it with the checksum stored in the header to detect data corruption.
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Discussion and Limitations

Challenges Trivial Alternative

➢ Initial project proposal was to 

implement DDoS on Wireless 

networks

○ Segfaults

○ Spent too much time 

debugging

➢ Creating a realistic scenario

➢ Many open sources files

➢ Easily change different 

variables and settings in code

➢ Creating PCAP files to use in 

Wireshark

➢ Use a different software

➢ Build up from a smaller 

project
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Organization and Time Management

➢ January 14th - January 29th

○ Project Proposal

➢ January 30th - February 25th

○ Designed web page including project title, abstract, and a list of five references

➢ February 26th - March 10th

○ Interim Report

○ Started looking into NS-3 header files and resources 

➢ March 10th - April 9th
○ Continued to write the final report

○ Finished presentation slides

○ Coding the final project
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Contributions
Akash Malhi Gurnek Ghatarora Elaine Luu

References and 

Literature Review
⅓ ⅓ ⅓ 

Project Website ⅓ ⅓ ⅓ 

Simulation scenarios, 

implementation, 

analysis, and discussion 

of simulation result

⅓ ⅓ ⅓ 

Project Presentation ⅓ ⅓ ⅓ 

Written final report ⅓ ⅓ ⅓ 
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